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Introduction

Deciding whether to insource or outsource is always a hot topic,

particularly when it comes to IT.

Today’s IT provision and the associated expectations and

demands placed on IT teams are very different to a few years ago.

The new models of remote and hybrid working have become

commonplace. Reliable, cost-effective, secure IT solutions are

more important than ever before. 

The rate at which technology is moving and improving and the

trend to move to more cloud-based systems requires an ever-

expanding and more knowledgeable IT provision. High

performance and availability is expected, delivered constantly and

consistently.

We are seeing more organisations moving to a fully or partly

outsourced IT provision for the reasons and benefits we discuss in

this paper.

Outsourcing to a Managed Service Provider (MSP) can deliver

benefits to your business but partnering with a great one can put

you on the path to success.



Recruitment

and retention

The number of advertised

tech roles is 42% higher


than pre-pandemic levels

Finding certified staff and

maintaining credentials is time


consuming and expensive

Microsoft partnership

provides access to

enhanced support

Managing holidays and

sickness can lead to loss of


support 



Finding the right IT professionals can be challenging. Particularly

in the current job market. Vacancies for tech roles are up 42% on

pre-pandemic levels and IT vacancies make up 13% of all job

vacancies. 

You and your leadership team are experts in your sector but may

have limited knowledge of what makes a great IT professional. 

And if you find the perfect person to run your IT, how do you

ensure that they are engaged, trained and up-to-date? Who will

mentor them (particularly if they are a team of one) and ensure

they are on top of the latest changes and developments in this

ever-changing sector? 

If your IT team is small, the chances are that they are focused on

fixing issues and finding the time to complete enhanced

certification and training is a real challenge.

Recruitment

and retention

An IT outsourcing company will attract the best talent. It lives and

breathes IT and only employs specialists with the very best and

most up-to-date knowledge. 

A dedicated IT support company has access to enhanced offerings

from vendors such as Microsoft, Cisco and HP giving access to the

latest training material and qualifications. 

Service desk staff and engineers share ideas and best practice

and challenge each other to deliver the best and most effective

answers to clients' challenges. 



We are all experiencing change and our businesses have

had to grow and adapt to new ways of working. But has

your IT provision adapted to keep up? Do you staff your

team for the busiest levels or the quietest? If you are

opening new premises, can your IT team flex?

An outsourcing company gives you the agility to up-scale

or downsize according to your business needs. They can

take on the challenge of a complex project without it

impacting on day-to-day support function.

An MSP will always have the capacity you require. They

are contracted to deliver a service within a pre-agreed

service level agreement (SLA). They will have the resource

available to deliver complex projects at any time – you

don’t have to wait for quieter periods, particularly

essential if your business is scaling up and there are no

quieter periods. You also don't have to manage annual

leave or sickness or worry about 24hr availability if your

business needs it.

And finally, we can talk about on-site support for

businesses with multiple locations. How do you ensure

you always have the right people in the right place, at the

right times? Does your team need to "save up" issues to

make a trip worthwhile?

An MSP will have engineers in multiple locations ensuring

that you have the right person in the right place at the

right time.

Scalable and

available

 20-25% of workforces will

continue hybrid model, are

you set up to manage this?

How do you manage the

ebb and flow of demand


on your IT team?

Multiple locations - a

problem or an advantage?

The right kit for the job, both

tools and knowledge can be a


challenge



In-house
Regardless of the size of your IT department, there will

always be key members, or even a single person who

holds most (too much) knowledge about your systems

and infrastructure. 

If you have ever said, “If we lose them, we are in

trouble”, then you know you are at risk, but ask

yourself, what have you ever actually done about that?

Documentation is of course, standard practice for all IT

professionals. But as beneficial documentation is, it

doesn’t necessarily mean that your business is

resilient and able to recover from a critical issue

rapidly. There is always that priceless element of the

knowledge and experience that key individuals hold.

Outsourced
Outsourcing your IT to an MSP does increase your

resilience. Quality and quantity of documentation and

spread of knowledge amongst individuals is increased.

The MSP will have its own systems and procedures in

place to ensure they can support all scenarios and

depending on experience, are likely to have policies

and procedures already in place for nearly every

eventuality.

An MSP has a wealth of expertise it can draw upon

from a range of technical personnel which will likely

far-exceed an in-house IT department. It would be

unusual that an MSP is unable to resolve a particular

issue, and this would typically fall within their

standard contractual terms and obligations.
 

 

Knowledge

and resilience



In-house

average cost

per month is


£3,000*

Outsourcing

average cost

per month is


£890.00*

Costs
The average annual salary of each employee for a

business is £30,000. Add in hidden costs including

recruitment, onboarding, initial and continual training,

certification, employers’ national insurance

contributions, pension payments, insurance including

health, absence pay and cover, vehicles, tools, and

plant and the monthly cost is around £3,000 per

month.

Based on a business with a single premises, one server

and 25 users (employees with at least one device), the

monthly cost would be £887.99. This is based on our

Service Desk Plus package which includes a dedicated

Technical Account Manager and unlimited remote and
on-site support, together with 24/7 monitoring.

Lost time
Let’s be clear about lost time. It can either be a

system-down situation or quite simply be a user’s

computer underperforming. Just three minutes a day
longer than it should quickly consumes hours of lost

time. Scale that up for multiple employees and the

cost to your business in lost time are extremely

enlightening.

To have all users down for a day in our sample

business, the sheer cost of wages without the

ancillary and ‘hidden’ costs is £3125.00 per day; that’s

3.5 times the monthly cost of an IT support contract

with an MSP. 

 



With the current heightened risks to organisations of

cyber-attack, it is essential that the security of your

infrastructure is rock solid.

If you have an internal IT department it is highly

recommended that you employ an external party to

validate security and provide on-going protection

through managed anti-malware, anti-spam and backup

services together with regular penetration tests.

Any services provided by an MSP will be linked to

monitoring dashboards and alerting systems which

keep a watchful eye over your devices and network

24/7. They detect early warnings through unusual

behaviour and should an attack occur, are able to

isolate the infected devices to mitigate propagation

through the business.

Many industries are governed by external bodies and

quality and/or financial controls must be proven to be

active. Having an external IT provider that adheres to

industry recognised frameworks, such as ITIL is a

prudent example of keeping control of system access

and changes at arms-length and forcing the

authorisation to flow through at least one approval

level.

An MSP will record every incident, change and problem

keeping a journal of all activity involved in executing

any work to satisfy/resolve the request/issue. This

provides an excellent method of giving a governing

body an audit report during an inspection.

Security and

governance

“Following Russia’s unprovoked,

premeditated attack on Ukraine, the

National Cyber Security Centre continues

to call on organisations in the UK to

bolster their online defences.”
The National Cyber Security Centre,

GCHQ






24/7 monitoring for cyber

security and phishing threats

Every incident, change or problem

is recorded as standard



GDPR
Since the inception of the General Data Protection

Register (GDPR), you have  a duty to appoint a data

protection officer (DPO) if you are a public authority or

body, or if you carry out certain types of processing

activities. The DPO must be independent, an expert in

data protection, adequately resourced, and report to

the highest management level. Iit is best practice to

appoint an external DPO.

Cyber Essentials
Cyber Essentials is an effective, Government-backed

scheme that will help you to protect your organisation,

whatever its size, against a whole range of the most

common cyber-attacks.

Gaining Cyber Essentials accreditation is an excellent

way of demonstrating that your business is secure,

adhering to best practice and you are a good business

to have electronic interchange with. It provides peace

of mind to business owners that they are as secure as

they can be. 

Cyber-attacks come in many shapes and sizes, but the

vast majority are very basic in nature and carried out by

relatively unskilled individuals. They’re the digital

equivalent of a thief trying your front door to see if it’s

unlocked. Our advice is designed to prevent these

attacks.
 

Security and

governance

It is best practice to appoint an

external DPO

Cyber Essentials protects your

business



Case study:

Diaverum
ILUX has worked with Diaverum for over ten years to provide a best-in-

class IT support service, continually saving money and delivering

maximum value, resilience and availability when compared with

insourcing.

Diaverum provides life-enhancing renal care to patients with Chronic

Kidney Disease (CKD), enabling them to live fulfilling lives. They are a

global company operating in over 20 countries with more than 450 clinics.

In the UK, they have some 800 employees with over 30 clinics, together

with a head office and training centre.
 
 “When you consider the costs and the


energy, we would have to invest into forming

and maintaining an internal IT department

for the UK, the choice to outsource is always

unanimous amongst the UK board. When you

have a true partner, such as ILUX that offers

value, while allowing us to focus on our core

business of providing world-leading patient

care, it is impossible to consider or even try

to justify a different approach.”

Michael Hartnett,  Managing Director,

Diaverum UK
 



free your team up to focus on either handling the day-to-

day issues of your business, freeing up your in-house team

to focus on strategic or project work, or 
use the outsourced resource to handle the more complex

work, giving your internal team the bandwidth to focus on

operational issues.

You could opt for a solution where an MSP works alongside

your existing IT team.

By tailoring your outsourcing package to compliment your

teams strengths and weaknesses;

Your MSP becomes a trusted partner and part of your internal

resource, ultimately leading to a smoother and more efficient

IT infrastructure.

The best of

both?



Outsourcing to a Managed Service Provider (MSP) can deliver

benefits to your business but partnering with a great one can

help carry you on the path to success you are looking for.
 
With the ever-increasing cost and burden of employing,

outsourcing is becoming a favoured model. If we reflect also

on the comments regarding the cost and energy required to

maintain a dynamic internal IT function, the outsourcing model

is appealing.

For organisations with existing internal IT departments, there

can be considerable cost benefits derived from divesting the

organization of expensive tech resources whose expertise

may only be required occasionally.

There is however, one situation where internal tech resource is

required and that is when you have developers or system
managers maintaining and developing a core system. 

However, that is a different skillset. For desktop, hardware,

infrastructure and security support, outsourcing is still the

most cost effective option.

The most important factor is that you find an MSP that is a

genuine a partner rather than a supplier. One that is in tune

with your business goals and delivers exceptional service that

enables and supports that through technology.

A business like ILUX.
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